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STRATEGIC RESPONSES FOR EUROPE’S DIGITAL FUTURE 

Cloud computing has become the foundational 
infrastructure for Europe’s digital transformation, yet 
market concentration and vendor lock-in practices are 
undermining the continent’s capacity to compete. This 
paper examines the fundamental relationship between 
competition and competitiveness in cloud markets, 
where effective competition among providers is not 
merely desirable but a precondition for European 
economic competitiveness.

ABSTRACT

Three key findings emerge from this mixed-method 
analysis combining literature review, regulatory 
assessment, and expert consultation. First, while the 
EU’s Data Act and Digital Markets Act represent genuine 
regulatory innovation, implementation gaps and 
fragmented enforcement threaten their effectiveness. 
Second, market leaders are evolving their business 
models in response to regulatory developments, with 
software licensing emerging as an increasingly 
important competitive dimension that merits closer 
regulatory and supervisory attention. Third, strategic 
assessment reveals tensions between regulatory 
ambitions and structural market realities.

WE PROPOSE A THREE-PILLAR POLICY RESPONSE: 

Strengthening 
competition law 
enforcement to address 
evolving software 
licensing practices under 
Articles 101 and 102 TFEU; 

Closing regulatory  
gaps through extended 
oversight of software 
licensing and enhanced 
interoperability standards; 

Leveraging strategic 
public procurement to 
shape market dynamics 
and support emerging 
European providers.
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Cloud computing refers to the remote  
provision of computing resources—such as 
storage, processing power, and applications—
delivered via the internet by third-party 
providers. By eliminating the need to own and 
maintain physical IT infrastructure, it allows 
firms and public administrations to scale 
operations flexibly, reduce costs, and access 
cutting-edge digital tools.

As such, cloud computing, which is widely recognized 
as an enabling technology, has become the foundational 
infrastructure for AI, big data, and other key digital 
innovations. Their strategic relevance extends beyond 
IT departments: they shape firms’ capacity to innovate, 
adapt, and compete in increasingly digitalized markets.1

The adoption of public cloud computing has been shown 
to boost productivity and firm size through several 
mechanisms, including cost savings, enhanced 
operational flexibility, and improved worker efficiency.2 
Moreover, the falling price of cloud services has further 
facilitated their uptake: the nominal price of a selected 
class of cloud products fell by 58% between the first 
quarter of 2010 and the third quarter of 2018.3 When 
adjusting for quality improvements, the effective price 
decline reaches approximately 80%. 

Without access to cloud resources, many firms, especially 
SMEs4, would be unable to afford the infrastructure 
required to experiment, test, and deploy these new 
tools5. By turning capital expenditures into operating 
expenses, businesses gain flexibility and can redirect 
resources toward innovation and customer service.

For public sector institutions, cloud computing 
contributes to improving service delivery, security, data 
management, sustainability, and administrative 
efficiency. By leveraging cloud platforms, governments 
can enhance the quality and speed of digital public 

services, ensure more robust disaster recovery systems, 
and strengthen inter-agency data sharing. These 
improvements can be particularly significant in 
healthcare, education, and social protection systems. 
In addition, cloud solutions can help governments 
reduce IT maintenance costs, improve cybersecurity, 
and comply with evolving data governance requirements.

Despite the recognized benefits of cloud computing, its 
adoption in the EU lags behind the US and Asia. Indeed, 
according to Gartner, cloud adoption in the US has 
reached an impressive 60%, highlighting a high level of 
integration. In contrast, European companies are 
making progress but still lag behind, with adoption rates 
around 41%.6 

There are substantial disparities in  
cloud adoption across EU Member States. 
In 2023, in countries like Finland (78.3%), 
Sweden (71.6%), Denmark (69.5%),  
and Malta (66.7%), more than 65% of 
enterprises bought cloud computing 
services. In contrast, adoption remains 
below 25% in Greece (23.6%), Romania 
(18.4%), and Bulgaria (17.5%). Spain  
stood below the EU average, at 30%.

Several interrelated factors contribute to the lagging 
adoption of cloud in the EU, encompassing technical, 
organizational, and market dynamics.7

First, the availability of human capital is a key 
constraint. Large firms report difficulties in hiring and 
retaining skilled ICT professionals as one of  
the most significant barriers to adopting advanced 
digital technologies such as cloud computing and big 
data.8 This challenge is particularly acute in sectors with 
low digital maturity or limited access to specialized  
labor markets.

I. INTRODUCTION: 
 CLOUD, COMPETITIVENESS 

AND COMPETITION
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Second, concerns over data privacy, security, and 
localization continue to deter organizations from 
migrating to the cloud.9 Surveys have consistently found 
that firms worry about the protection of sensitive 
information and the location of data servers, especially 
in the absence of a harmonized data privacy regime 
across jurisdictions.10 

Third—and central to this paper—is the concern about 
vendor lock-in and lack of effective competition. Firms 
often encounter technical and contractual difficulties 
in switching cloud providers, including non-interoperable 
application programming interfaces (APIs), proprietary 
data formats, and restrictive contractual terms. These 
potential obstacles may increase switching costs and 
create dependencies that can stifle innovation, inflate 
costs, and reduce user trust. These frictions inhibit 
contestability in the cloud services market.11 Market 
dynamics in the cloud infrastructure sector reveal a 
striking degree of provider dominance. A small number 
of firms command the vast majority of global market 
share, pointing to limited competition in a foundational 

segment of the digital economy. As illustrated in Figure 1, 
such concentration raises concerns about potential 
market power, reduced contestability, and dependency 
risks—all of which directly affect competitiveness, 
innovation and security across sectors.

Figure 1.
Global market share  
of leading cloud 
infrastructure service 
providers in Q4 2024*.

Source:  
Own elaboration based on data 
from Synergy Research Group 
and Statista

* Includes platform as a service 
(PaaS) and infrastructure as a 
service (IaaS), as well as hosted 
private cloud services.
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DEVELOPS POLICY 
RECOMMENDATIONS 
SPANNING COMPETITION 
LAW, REGULATORY 
DESIGN AND PUBLIC 
PROCUREMENT.

SECTION 5

PROVIDES A STRATEGIC 
ASSESSMENT THROUGH 
SWOT ANALYSIS.

SECTION 6

CONCLUDES WITH 
IMPLICATIONS FOR  
EUROPEAN 
COMPETITIVENESS.

SECTION 7

While competitiveness and competition are conceptually 
distinct12—the former referring to a firm’s or economy’s 
ability to compete effectively in the market, and the 
latter to the structure and functioning of markets—in 
the case of cloud computing, the two notions converge. 
A lack of competition among cloud providers impedes 
freedom of choice, limits service quality, innovation, 
and pricing efficiency, which in turn constrains firms’ 

ability to benefit from cloud-enabled productivity gains. 
Moreover, high switching costs and weak contestability 
act as barriers to cloud adoption itself,13 thereby reducing 
digital competitiveness at both firm and macroeconomic 
level. In this specific technological domain, 
competition is a precondition for competitiveness.

The analysis proceeds as follows:

I. INTRODUCTION: 
 CLOUD, COMPETITIVENESS 

AND COMPETITION

OUTLINES THE 
METHODOLOGICAL 
APPROACH.

SECTION 2

EXAMINES 
COMPETITION 
BARRIERS ACROSS 
CONTRACTUAL, 
TECHNICAL, AND 
STRUCTURAL 
DIMENSIONS.

SECTION 3

ASSESSES 
REGULATORY 
ADVANCES AND 
THE PERSISTENCE 
OF EXCLUSIONARY 
PRACTICES.

SECTION 4
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This foresight brief employs a mixed-method 
qualitative approach combining systematic 
literature review with expert consultation to 
examine governance challenges and policy 
responses in EU cloud computing markets.

 
The analysis draws on academic and institutional 
literature across three domains: competition economics 
in digital markets, regulatory governance scholarship, 
and policy implementation studies. 

To validate desk research findings, a structured 
consultation session was conducted with stakeholders 
from the public sector, including competition authorities, 
academia and private industry at IE University in May 2025. 

The analysis employs a barrier typology classifying 
potential competitive restrictions by their economic 
nature (contractual, technical, strategic, structural)  
and regulatory addressability (ex ante rules, ex post 
enforcement, market-based solutions).
 
Several limitations should be acknowledged: 

 ■ temporal constraints limit empirical evidence on 
Data Act implementation, 

 ■ stakeholder selection may under-represent SME 
perspectives, and 

 ■ the dynamic nature of cloud markets means 
findings may be affected by technological changes. 

Despite these limitations, the combination of literature 
review, regulatory analysis, and expert validation 
provides a robust foundation for understanding current 
governance challenges and assessing policy responses.

3. METHODOLOGICAL 
APPROACH



3.
COMPETITION  
BARRIERS
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This section examines the barriers that  
hinder effective competition in cloud markets. 
These barriers—contractual, technical,  
strategic, and structural—reflect the diverse 
ways in which market frictions manifest  
and interact. While each category presents 
distinct challenges, their combined effect 
reinforces incumbency advantages, limits user 
choice, and reduces the contestability that is 
essential for a dynamic and competitive  
cloud ecosystem.

3.1.  CONTRACTUAL INCENTIVES 
LIMITING CUSTOMER CHOICE

One of the main obstacles to effective competition in 
cloud computing markets lies in the structure of 
contractual incentives that restrict mobility and lock 
customers into long-term relationships with dominant 
providers. These contractual arrangements, often invisible 
to end users, can create significant economic frictions 
that deter switching and multi-provider strategies. 
Among the most prominent mechanisms are data egress 
fees, cloud credits, and committed spend agreements. 

Data egress fees refer to charges imposed by cloud 
providers when customers transfer their data out of the 
provider’s environment to another service or to on-
premises infrastructure. While ingress—uploading data 
to the cloud—is typically free or low-cost, the asymmetric 
pricing of data egress can create a strong financial 
disincentive to exit.14 High egress fees have been 
criticized for significantly raising the cost of migrating 
to alternative cloud providers, particularly for users 
managing large-scale datasets. These charges can lead 
customers to stay with their current provider not due 
to superior service or competitive pricing, but because 
of artificially inflated switching costs.15 Empirical 
evidence shows that, when large volumes of data are 

3. COMPETITION  
BARRIERS

involved, such fees can account for a non-negligible 
share of total IT expenditures.16

Cloud credits are another contractual tool frequently 
used by major providers to attract and retain customers. 
These are promotional or usage-based credits offered—
often in high amounts—to new customers or startups 
in exchange for future loyalty or exclusivity.17 The issue 
arises when these credits are conditional upon minimum 
commitments or cannot be transferred across providers. 
Large-scale credits can generate dependency and delay 
customers’ willingness to evaluate alternative suppliers.18 
This is particularly problematic for smaller firms and 
startups, which may become locked into specific cloud 
ecosystems due to the initial attractiveness of “free” 
capacity.19 The largest cloud firms can afford to offer 
substantial credits, thereby reinforcing their market 
dominance and raising barriers to entry for smaller 
competitors unable to match such offers.20
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Committed spend agreements represent a more 
formalized version of this dynamic. Under these 
arrangements, clients agree to spend a certain amount—
often in the millions of euros or dollars—over a specified 
period, usually in exchange for discounts or access to 
premium services.21 These contracts, while financially 
attractive in the short term, create high exit costs and 
long-term dependencies. Customers are disincentivized 
to diversify their cloud providers or to adopt multi-cloud 
strategies, since doing so could jeopardize the volume-
based benefits or expose them to penalties.22 As 
documented in various market inquiries,23, 24 these 
agreements particularly affect large public institutions 
and multinational firms that engage in strategic digital 
transformation processes.

Collectively, these contractual mechanisms reinforce 
the advantages of incumbents and inhibit market 
contestability. They reduce price transparency, restrict 
client freedom, and ultimately limit the ability of newer 
or smaller cloud providers to compete on a level playing 
field. This dynamic has raised concerns not only among 
European competition authorities but also in the United 
States, where the Federal Trade Commission has 
announced an inquiry into how contract structures in 
cloud computing may distort market outcomes.25

Beyond these contractual mechanisms, a related but 
distinct issue is the skills ecosystem, which operates as 
a functional barrier to competition. Leading cloud 
providers increasingly offer large-scale free training 
programs as part of broader commercial engagements, 
particularly in the public sector. While presented as 
capacity-building, these initiatives create implicit 
incentives for institutions to consolidate their operations 
on a single platform. Smaller providers, by contrast, are 
often unable to match the scale or scope of such offers, 
placing them at a structural disadvantage.

The problem extends further: many training programs 
are tied to proprietary certifications, and vendor- 
neutral credentials remain underdeveloped.26 Some 
providers have also established partnerships with 
educational institutions, embedding platform-specific 
knowledge from early stages of education. Over time, 
this leads to a cloud and AI talent pool trained on—and 
professionally dependent upon—a single ecosystem, 
reinforcing lock-in from the supply side.27 Certifications 
issued by dominant providers have become critical 
career assets, and technical staff often have a vested 
interest in maintaining the platforms on which they 
have been trained. 

3.2.  TECHNICAL BARRIERS  
TO INTEROPERABILITY  
AND PORTABILITY

Technical barriers to interoperability and data 
portability are among the most persistent frictions in 
cloud computing markets. 

These barriers constrain customers’  
ability to migrate workloads or data 
between cloud environments or to operate 
across multiple providers in parallel. 

Unlike contractual lock-in mechanisms, technical 
restrictions are embedded in the underlying design of 
cloud systems, from proprietary interfaces to non-
standard data schemas and orchestration tools.

Interoperability refers to the capacity of distinct systems 
and services to work together seamlessly, while 
portability describes the ease of transferring data and 
applications across platforms without significant 
reconfiguration. Although both are conceptually distinct, 
they are interdependent in practice and essential for 
dynamic, competitive markets. However, many cloud 

3. COMPETITION  
BARRIERS
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services—particularly in Infrastructure-as-a-Service 
(IaaS) and Platform-as-a-Service (PaaS) segments—are 
intentionally designed to be closed ecosystems, with 
limited standardization and high switching costs.28

The French competition authority has proposed a useful 
typology to understand these technical barriers, 
classifying them by the nature of the transition the user 
wishes to undertake. The first form of friction emerges 
when an organization seeks to migrate from an on-
premise IT environment to a cloud-based architecture. 
This shift often requires a complete reengineering of 
legacy systems, adapting them to virtualized environments, 
containers, or serverless computing models. Applications 
must be rewritten or heavily modified to operate within 
the specific toolsets and configuration protocols of the 
selected cloud provider. The learning curve, integration 
effort, and risk of failure are all non-trivial, creating 
strong lock-in from the very first migration.

The second layer of barriers becomes visible when users 
consider switching from one cloud provider to another. 
Despite marketing claims of flexibility, most cloud 
providers employ proprietary APIs, identity management 
systems, and storage formats that complicate portability. 
Incompatible APIs, custom monitoring tools, and 
divergent security protocols require full reconfiguration 
and retesting. These technical hurdles make transitions 
prohibitively expensive or risky, especially for SMEs.

A third level of complexity arises when organizations 
attempt to implement multi-cloud strategies. While 
using services from multiple providers can improve 
resilience and reduce dependency, the reality is that 
some providers do not facilitate this approach. Resource 

orchestration, load balancing, and compliance 
monitoring across heterogeneous clouds require high 
levels of technical sophistication. In many cases, cloud 
vendors design their services in ways that discourage 
cross-provider compatibility. As a result, multi-cloud 
implementation remains viable only for highly mature 
organizations with significant engineering capacity.29

Importantly, many of these technical obstacles are not 
inevitable consequences of technological limitations 
but the result of deliberate architectural choices. 

Indeed, the lack of interoperability in 
cloud markets often reflects strategic 
behavior by dominant providers  
aiming to retain customers through  
technological enclosure.30 

This is consistent with earlier patterns in digital 
markets, where non-compatibility served to entrench 
dominant positions.

Standardization initiatives—such as those led by ISO, 
ETSI, and open-source communities—have only partially 
alleviated these barriers. While containerization 
technologies like Docker and orchestration tools such 
as Kubernetes provide a degree of abstraction, they are 
often insufficient to ensure full interoperability without 
deep customization. Moreover, vendor-specific extensions 
of these tools are increasingly common, undermining 
their standardizing potential.31 As discussed later in the 
paper, the forthcoming implementation of the EU Data 
Act aims to address some of these frictions by 
establishing binding obligations to improve both 
portability and interoperability in cloud services.

3. COMPETITION  
BARRIERS
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3.3.  STRATEGIC BARRIERS:  
SOFTWARE LICENSING RESTRICTIONS AND BUNDLING PRACTICES

Beyond contractual and technical barriers, certain 
commercial strategies related to software licensing and 
product bundling, by legacy software providers, have 
raised concerns regarding their potential to limit 
effective competition in cloud markets.

Restrictive software licensing refers to contractual 
clauses that condition the use of specific software 
products to particular cloud infrastructures, or that 
impose financial or operational penalties when those 
products are deployed in competing environments.32 
These restrictions may be particularly impactful when 
associated with widely used productivity suites, 
databases, or operating systems, where customer 

dependence is high. The use of “Bring Your Own License” 
(BYOL) policies—nominally designed to offer flexibility—
can in practice be structured to favour in-house cloud 
environments, thereby reinforcing vendor lock-in.33 
Such licensing terms may lead to effective foreclosure, 
especially for smaller providers that cannot replicate 
the same ecosystems or enterprise bundles. Thus, 
several competition authorities (e.g. US FTC and UK 
CMA) are paying close attention to this and investigating 
these practices.

Bundling practices in the cloud context involve the 
combination of infrastructure, platform, and software 
services in a single package, often with pricing or 
performance incentives attached.34 While bundling can 
offer efficiency gains, it may also disincentivize users 
from switching providers or adopting a multi-cloud 
strategy. Bundling essential middleware with proprietary 
tools or APIs may distort user choice and raise barriers 
to entry for specialized service providers. Empirical 
analyses35 highlight how bundling in digital markets 
can entrench incumbents’ market power, especially 
when interoperability is limited.

Beyond economic costs, these restrictive 
practices compromise security by  
forcing customers onto a single platform, 
creating a dangerous ‘monoculture’ 
vulnerability that increases concentration 
risk. This lock-in can force customers to 
remain in a cloud environment despite 
security problems, undermining overall 
digital resilience.

3. COMPETITION  
BARRIERS
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3.4.  STRUCTURAL ADVANTAGES OF DOMINANT PROVIDERS  
AND MARKET ENTRY BARRIERS

In addition to contractual and technical restrictions,  
a set of structural features further consolidate the 
dominant position of the largest cloud service providers 
(CSPs), limiting competition and raising entry barriers 
for smaller firms. 

Large CSPs typically operate at global scale, allowing 
them to spread fixed costs across a vast user base and 
invest heavily in innovation, cybersecurity, and energy-
efficient infrastructure.36 This scale advantage makes 
it extremely difficult for new entrants to compete on 
cost or service quality.37 Moreover, the largest providers, 
sometimes, own and operate their own data centers, 
which enables greater control over latency, redundancy, 
and compliance with data localization requirements.38 
By contrast, smaller CSPs often rely on colocation or third- 
party infrastructure, making them dependent on upstream 
providers and limiting their ability to differentiate.39

Vertical integration reinforces these advantages. Many 
of the leading CSPs offer both infrastructure services 
(IaaS) and proprietary software or platforms (PaaS, 

SaaS), often pre-integrated and optimized for in-house 
use. This tight integration can generate lock-in effects 
even without explicit contractual barriers, as users 
become accustomed to proprietary APIs, interfaces, or 
workflows.40 Such integration may act as a form of “quasi-
tying,” especially when interoperability standards are 
lacking or underdeveloped41.

Another critical barrier stems from reputational and 
regulatory asymmetries. Public institutions and highly 
regulated industries (such as finance and healthcare) 
may be reluctant to engage with smaller providers due 
to perceived risks regarding reliability, security, or 
regulatory compliance.42 

Finally, network effects also play a role. When cloud 
providers build extensive partner ecosystems and 
developer communities, they create technical and 
human capital lock-ins that are difficult for challengers 
to replicate.43 This is particularly evident in environments 
where skills, certifications, and integrations are tightly 
coupled with a single provider’s architecture.44

3. COMPETITION  
BARRIERS

Large CSPs typically operate at global scale, allowing them to 
spread fixed costs across a vast user base and invest heavily in 
innovation, cybersecurity, and energy-efficient infrastructure
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Having identified the contractual, technical, 
and structural mechanisms that restrict 
competition in cloud markets, this section turns 
to the regulatory and enforcement response. 
Recent EU initiatives seek to correct these 
failures by lowering switching costs, improving 
interoperability, and curbing exclusionary 
behavior. Yet despite notable progress, new 
forms of strategic adaptation have emerged, 
revealing persistent asymmetries in regulatory 
reach. What follows is a critical assessment of 
both the advances and the limitations of 
current frameworks, with particular focus on 
the Data Act, the Digital Markets Act, and the 
challenges of ex post enforcement under  
EU competition law.

4. PROGRESS AND  
NEW BARRIERS

4.1.  REGULATORY ADVANCES:  
THE DATA ACT AND THE  
DATA MARKETS ACT

The Data Act and the Digital Markets Act (DMA) represent 
two complementary initiatives within the EU’s digital 
strategy, both of which seek to address structural 
inefficiencies and market failures in cloud computing. 
While the Data Act provides a horizontal regulatory 
framework designed to enhance data mobility and 
interoperability,45 the DMA targets the conduct of 
dominant digital platforms—classified as “gatekeepers”—
with the aim of restoring contestability and mitigating 
dependency risks in data infrastructure.46

The Data Act introduces, for the first time, legally 
binding obligations for providers of data processing 
services to remove contractual, commercial, technical, 
and organizational barriers that impede switching. This 
is intended to strengthen user control over data and 
digital assets and to reduce the risk of vendor lock-in, 
particularly in PaaS and SaaS layers, where proprietary 
architectures and lack of standardized interfaces often 
inhibit interoperability. A cornerstone of the Act is the 
principle of functional equivalence,47 which requires 
that migrated services maintain sufficient technical 
continuity to enable users to operate effectively in 
alternative environments. This provision, while 
innovative, raises nontrivial implementation challenges, 
including the risk of regulatory-induced homogenization: 
ensuring baseline compatibility across services could 
inadvertently lead to a lowest-common-denominator 
outcome, thereby undermining service differentiation 
and technical innovation.

In operational terms, the regulation mandates a phased 
elimination of switching fees. From January 2024 to 
January 2027, providers are only allowed to charge for 
the direct costs incurred in facilitating migration; 
beyond that point, all switching-related charges are 
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prohibited. The goal is to realign economic incentives 
and remove pricing frictions that deter user mobility. 
However, enforcing compliance with these provisions 
will fall under the jurisdiction of national authorities, 
raising concerns about fragmentation and uneven 
implementation across Member States.48 Although 
penalties of up to 4% of global turnover are foreseen, 
the deterrent effect will depend on the capacity and 
willingness of national regulators to act decisively.

Complementing the Data Act, the DMA introduces a set 
of ex ante obligations for large platforms that control 
access to essential digital services, including cloud 
infrastructure.49 By designating certain firms as 
gatekeepers based on quantitative thresholds and 
qualitative criteria, the DMA seeks to curb exclusionary 
practices such as bundling, self-preferencing, and 
interoperability restrictions.50 In the cloud context, this 
regulatory logic may be particularly relevant given the 
growing entanglement between cloud services and 
adjacent software ecosystems.51 Practices that tie 
proprietary productivity tools to infrastructure-as-a-
service offerings, or that condition interoperability on 
exclusive terms, fall squarely within the scope of DMA 
enforcement. Although with divergent views among 
actors, the DMA thus could provide an additional layer 
of regulatory oversight aimed at neutralizing structural 
sources of dependency that the Data Act alone may not 
fully address.

Together, these two instruments could constitute a 
dual-track regulatory approach: the Data Act seeks to 
create technical and contractual conditions for fair 
switching, while the DMA addresses the market behavior 
of dominant providers that could undermine those 
conditions. Their effectiveness, however, hinges on the 
development of robust interoperability standards, the 
availability of open interfaces, and the alignment of 
enforcement strategies across Member States. Without 
sustained coordination at both technical and political 
levels, there is a risk that regulatory ambition may not 
translate into tangible market outcomes.

Moreover, while both instruments mark significant 
progress, key gaps remain. The Data Act’s provisions 
on egress fees do not account for the full range of 
switching costs, which often include costly application 
re-architecture, penalties from long-term commercial 
agreements, and the need to retrain technical teams. 
These frictions can accumulate and undermine effective 
user mobility, particularly for large organizations 
managing complex digital environments. On the DMA 
side, although the regulatory framework provides 
mechanisms to address exclusionary behavior in cloud 
markets, no cloud infrastructure provider has yet  
been formally designated as a gatekeeper. As a result, 
the potential of the DMA to address structural 
dependencies in cloud computing remains, for now, 
largely theoretical. Ensuring that these tools evolve in 
step with market realities will be essential to realizing 
their intended impact.

 

4. PROGRESS AND  
NEW BARRIERS

The Data Act seeks to create technical and contractual conditions  
for fair switching, while the DMA addresses the market behavior of 
dominant providers that could undermine those conditions
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4.2.  THE LIMITS OF EX POST 
ENFORCEMENT: ARTICLES 101 
AND 102 TFEU

In addition to the ex ante provisions introduced by the 
Data Act and the DMA, EU competition law provides ex 
post instruments to address exclusionary conduct in 
cloud markets, notably through Articles 101 and 102 of 
the Treaty on the Functioning of the European Union 
(TFEU). These provisions, while legally robust, face 
important limitations when applied to fast-moving 
digital markets.

Article 101 TFEU prohibits agreements between 
undertakings that restrict competition, including 
collusive arrangements or vertical contracts that 
foreclose market access. In the cloud context, this could 
encompass exclusive licensing agreements or contractual 
terms that limit interoperability or portability across 
providers. Article 102 TFEU prohibits the abuse of a 
dominant position, and has been interpreted to include 
bundling, tying, discriminatory pricing, and loyalty-
inducing rebates—all of which may be relevant to cloud 
business models. However, the enforcement of these 
provisions is inherently reactive and case-specific. 
Competition authorities must demonstrate actual or 
potential foreclosure effects through detailed economic 
analysis, access to internal firm data, and well-defined 
market boundaries—requirements that are particularly 
difficult to satisfy in complex, layered digital markets.52 
Moreover, legal uncertainty and the duration of 
investigations often reduce the deterrent effect of 
enforcement actions.

As a result, while Articles 101 and 102 TFEU remain 
essential components of the regulatory toolkit, they 
are insufficient on their own to address the evolving 
dynamics of cloud-based market power.53 Their limited 
ability to anticipate strategic adaptation by dominant 
firms highlights the need for a complementary, more 
dynamic framework.54

4.3.  STRATEGIC ADAPTATION: 
SOFTWARE LICENSING  
AS A POST-REGULATORY 
LOCK-IN MECHANISM

Faced with regulatory constraints on contractual 
switching terms and data portability, some incumbent 
providers appear to be reinforcing control through the 
licensing perimeter, where the regulation remains silent.55 

This strategic adaptation underscores a broader 
regulatory asymmetry: while the Data Act imposes 
obligations on cloud service providers to enhance 
interoperability and switching at the cloud service layer, 
it does not directly address upstream software licensing 
practices that are critical for cloud-based operations.  
As a result, providers may comply formally with 
interoperability rules while introducing licensing 
conditions that limit the practical implementation of 
multi-cloud strategies, potentially leading to continued 
customer lock-in.

These dynamics raise complex questions 
about the boundary between legitimate 
commercial differentiation and conduct 
that may hinder competition.

From a legal standpoint, certain behavior could, in some 
circumstances, fall within the scope of Article 102 TFEU 
if they result in abuse of dominance.56 Yet enforcement 
tends to be reactive and context-dependent, and many 
practices remain in a gray zone where competitive 
effects are difficult to assess in real time.57 

This underscores the importance of a more adaptative 
and forward-looking regulatory framework—one that 
accounts for the ways in which market power can shift 
across different layers of the digital infrastructure stack 
and ensures coherence in its intervention perimeter.

4. PROGRESS AND  
NEW BARRIERS



5.
POLICY 
RECOMMENDATIONS
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5.1.  STRENGTHENING 
COMPETITION LAW 
ENFORCEMENT TO  
ADDRESS EVOLVING  
MARKET PRACTICES

Given the limits of ex ante regulation and the reactive 
nature of ex post enforcement, competition authorities 
must adopt a more dynamic and anticipatory approach 
to evolving forms of market power in cloud computing.58 
As described in section 4.2, Articles 101 and 102 TFEU 
remain critical tools, but their application in layered, 
fast-moving markets requires renewed institutional 
capacity, better access to technical and contractual data, 
and refined analytical methods.

In particular, the growing role of software licensing as 
a mechanism for strategic adaptation (see section 4.3) 
demands closer scrutiny under Article 102 TFEU. 

Practices such as tying cloud infrastructure 
to proprietary licenses, conditioning 
interoperability on exclusivity clauses,  
or imposing loyalty-inducing terms in 
volume contracts can amount to 
exclusionary abuse if they generate 
significant foreclosure effects. 

National authorities and the European Commission 
should prioritize investigations that examine how such 
licensing strategies undermine multi-cloud feasibility 
and user choice.

At the same time, Article 101 TFEU must be applied not 
only to traditional collusive conduct, but also to vertical 
agreements that limit effective competition through 
opaque or restrictive licensing clauses. Particular 
attention should be paid to agreements between 
dominant cloud providers and software vendors that 
restrict the use of software across cloud environments 
or foreclose rivals by way of bundled incentives.

5. POLICY 
RECOMMENDATIONS
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5.2.  CLOSING REGULATORY GAPS:  
LICENSING, INTEROPERABILITY AND GOVERNANCE

While the Data Act and the DMA represent landmark 
steps in European digital regulation, their effectiveness 
in fostering cloud competition depends on comprehensive 
alignment across all dimensions of the cloud 
competition. As shown in section 4.3, the licensing 
layer—particularly the structuring of software access 
and BYOL restrictions—has become an increasingly 
important component of cloud service delivery models. 
Ensuring coherent coverage of this layer within existing 
regulatory frameworks represents an opportunity to 
maximize policy effectiveness and market outcomes.
 
To optimize regulatory coherence, policymakers could 
benefit from recognizing how licensing structures 
interact with data portability and interoperability 
objectives, ensuring that all elements of the cloud stack 
work harmoniously to support user choice and market 
dynamism. In this context, collaborative industry 
initiatives—such as voluntary standardized contract 
clauses, industry-developed codes of conduct, and 
multi-stakeholder interoperability frameworks—could 
provide innovative and f lexible solutions that 
complement existing regulations while preserving 
competitive differentiation. These instruments should 
be developed through inclusive dialogue with industry 
leaders, SMEs, and public sector customers to ensure 
both market relevance and practical implementation.

Strengthened governance through public-private 
partnership will also play a key role. The success of the 
Data Act’s switching provisions will benefit from 
proactive collaboration between regulators and industry 
stakeholders in developing implementation best 
practices. Therefore, the creation of a dedicated 
European oversight body—working in close cooperation 
with industry to promote cloud interoperability, advance 
licensing transparency, and enhance contractual 

clarity—merits consideration as a collaborative 
governance model that supports both innovation and 
competition. This oversight function becomes even 
more relevant in light of the structural gaps discussed 
above. While the Data Act does not address the full 
spectrum of switching frictions, and the DMA has not 
yet designated any cloud infrastructure provider as a 
gatekeeper, the persistence of systemic barriers calls for 
continuous regulatory monitoring. A dedicated body 
could play a crucial role in identifying blind spots, 
coordinating enforcement approaches, and issuing  
soft law guidance to ensure coherence across legal 
instruments. Without such a function, fragmentation 
and regulatory inertia risk undermining the EU’s broader 
digital policy goals.

 
Finally, given the limitations identified  
in current legislative instruments, it is 
essential to ensure that the EU’s digital 
rulebook remains responsive to  
emerging challenges. 

In particular, where systemic barriers to switching fall 
beyond the scope of the Data Act, and where cloud 
infrastructure providers are not captured under current 
gatekeeper designations in the DMA, existing tools 
should be implemented effectively and used to their full 
potential. In addition, policymakers may consider 
leveraging supplementary instruments—such as sector-
specific guidance, soft law mechanisms, or delegated 
powers to competent authorities—to address residual 
exclusionary practices in a timely and proportionate 
manner. Such an approach would enhance the 
adaptability of the regulatory framework and help 
translate regulatory ambition into genuinely competitive 
market conditions.

5. POLICY 
RECOMMENDATIONS
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5.3.  LEVERAGING PUBLIC PROCUREMENT FOR CLOUD ADOPTION  
AND COMPETITIVE RESILIENCE

Public procurement can play a transformative role in 
fostering a more open and competitive cloud services 
market in the EU. To unlock this potential, structural 
reforms should ensure that procurement practices 
actively support market contestability and technological 
resilience. Tender specifications should promote 
transparency systematically include requirements for 
interoperability, reversibility, sustainability, and multi-
cloud compatibility, while evaluation criteria must go 
beyond price to reward openness, vendor-neutral 
architectures, and technical robustness (incl. security 
robustness). These elements are essential to prevent 
long-term dependency and ensure that public investment 
contributes to a dynamic and diversified ecosystem. 
Moreover, reversibility should go beyond generic lists 
of tools or vague exit provisions: public tenders should 
require fully costed exit plans, at least in the form of 
indicative estimates, so that buyers understand the total 
cost of ownership, including potential disengagement 
scenarios. This would help mitigate the underestimated 
financial and operational impact of switching providers.

In support of this, the European Commission should 
develop model contract clauses and technical guidelines 
that help public buyers incorporate pro-competitive 
principles into the design and execution of cloud tenders. 
This effort should build on the 2025 guide by the Spanish 
competition authority (CNMC) on the preparation and 
design of public tenders.59 While not specific to cloud/
IT, the guide includes valuable recommendations to 
avoid anti-competitive practices such as excessive 
bundling or supplier lock-in, and to promote fair and 
open participation. Drawing on this and complementary 
work by national digital agencies, the Commission 
should provide practical templates addressing common 
lock-in risks—such as egress fees, proprietary formats, 
or bundled services—and ensure that their use is 
mandatory across all relevant procurement frameworks. 
Optional adoption risks being circumvented, especially 
in procedures that allow direct awards or where suppliers’ 

standard terms are accepted by default. Effective 
enforcement mechanisms and monitoring are necessary 
to prevent erosion of these safeguards in practice.

At the same time, structural barriers within public 
finance frameworks must be addressed. One major 
obstacle is the CAPEX/OPEX asymmetry in the 
accounting treatment of cloud spending. While cloud 
services are typically classified as operational expenditure 
(OPEX), most public budgeting systems continue to 
favor capital expenditure (CAPEX). This creates a 
disincentive for cloud adoption, as OPEX must often be 
approved annually and lacks the long-term visibility 
associated with capital investment. Both the OECD and 
the European Court of Auditors have flagged this issue, 
calling for reforms to budgeting rules and cost allocation 
models. Aligning fiscal incentives with the pay-as-you-
go nature of cloud services is essential to advance digital 
transformation objectives across the EU.

Finally, capacity-building within public administrations 
is essential. Procurement officers often lack the 
technical and legal expertise to evaluate cloud proposals, 
assess lock-in risks, or enforce interoperability clauses. 
Programs under the Digital Europe initiative and 
national digitalization strategies should include 
dedicated training modules on cloud procurement, as 
well as shared platforms for knowledge exchange among 
public buyers. Yet training alone is not enough. In 
practice, cloud purchasing decisions are often taken by 
technical staff deploying services, rather than by 
professional procurement officials. This shift in 
decision-making authority can weaken accountability 
and sideline formal safeguards. To address this, 
governments should promote blended teams that bring 
together legal, commercial, and technical expertise. 
Only through multidisciplinary collaboration can public 
administrations ensure effective oversight, avoid 
unintended lock-in, and align procurement with long-
term digital policy goals.

5. POLICY 
RECOMMENDATIONS
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The EU stands at a critical juncture in cloud computing 
governance. This section provides a systematic 
assessment of the EU’s strategic position, identifying 

6. SWOT ANALYSIS OF 
CLOUD COMPUTING IN 
THE EUROPEAN UNION

First-mover advantage with the  
Data Act, introducing binding data 
portability and switching rights.

Sophisticated dual-track regulatory 
architecture (Data Act + DMA).

Large public sector demand base  
gives leverage via procurement.

Strong competition law  
enforcement tradition and ongoing 
national inquiries.

Fragmented implementation across 
Member States; varying enforcement 
capacity and expertise.

Procurement and administrative  
capacity gaps, especially in evaluating 
interoperability and lock-in.

Market concentration with no EU  
cloud provider playing a relevant role; 
strategic and autonomy vulnerabilities.

Slow competition enforcement; reactive 
nature of TFEU Articles 101 and 102.

STRENGTHS 
(INTERNAL)

WEAKNESSES
(INTERNAL)

internal capabilities and external dynamics that will 
shape the effectiveness of cloud governance in the 
coming decade, as summarized below.

Rising demand for multi-cloud  
and interoperability driven by 
customer experience.

Edge computing, containerization, 
and cloud-native architectures 
enable competition.

Momentum for digital sovereignty 
and EU-aligned cloud ecosystems.

European advantage in AI and 
privacy could support sector-
specific, competitive offerings.

Market consolidation: emergence  
of “super clouds” may make switching 
infeasible.

Strategic adaptation by dominant 
providers through licensing practices 
that circumvent regulation.

Global regulatory fragmentation  
may lead to legal uncertainty and  
favour incumbents.

Geopolitical risks: service disruptions  
or access restrictions from  
international tensions.

OPPORTUNITIES
(EXTERNAL)

THREATS
(INTERNAL)



26
TOWARDS COMPETITIVE CLOUD ECOSYSTEMS:  

STRATEGIC RESPONSES FOR EUROPE’S DIGITAL FUTURE 

6.1.  INTERNAL STRENGTHS: 
REGULATORY INNOVATION  
AND MARKET FOUNDATIONS

The EU’s cloud governance approach combines 
regulatory innovation, strategic leverage, and 
institutional depth, positioning it as a potential global 
standard-setter. The EU’s dual-track strategy—merging 
sector-specific rules (Data Act) with platform regulation 
(DMA)—addresses both technical and behavioral 
barriers in layered digital markets. Additionally, the 
EU’s market power, especially via public procurement, 
enhances its influence over global providers. Finally, 
recent national competition investigations are building 
a solid empirical foundation for future regulatory action.

6.2.  INTERNAL WEAKNESSES: 
IMPLEMENTATION GAPS AND 
COORDINATION CHALLENGES

Despite its regulatory ambition, the EU faces key internal 
weaknesses that threaten the effectiveness of its cloud 
governance. Fragmented implementation across Member 
States leads to uneven enforcement and risks regulatory 
arbitrage. A capacity gap, especially in public procurement, 
limits the ability of institutions to evaluate interoperability 
or prevent lock-in, while accounting rules further 
disincentivize cloud adoption.

Market concentration with no EU cloud provider playing 
a relevant role poses risks to both competition and 
strategic autonomy, as European actors remain dependent 
on foreign-controlled infrastructure. Additionally, slow 
and reactive enforcement mechanisms, such as under 
Articles 101 and 102 TFEU, struggle to keep pace with fast- 
evolving digital markets, reducing their deterrent power.

6. SWOT ANALYSIS OF 
CLOUD COMPUTING IN 
THE EUROPEAN UNION
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6.3.  EXTERNAL OPPORTUNITIES: 
MARKET DYNAMICS AND 
TECHNOLOGICAL SHIFTS

Several external trends offer strategic openings to 
strengthen EU cloud governance. Rising enterprise 
concerns over vendor lock-in—driven by outages, 
security incidents, and pricing disputes—have increased 
demand for multi-cloud and interoperability, aligning 
market sentiment with regulatory goals. Technological 
shifts like edge computing, containerization, and cloud-
native architectures enhance portability and reduce 
monopolistic tendencies, while tools like Kubernetes 
support more open ecosystems.

Geopolitical tensions and the push for digital sovereignty 
have elevated support for European cloud alternatives 
and stricter interoperability rules. The growing importance 
of AI workloads also introduces new competitive  
dynamics, where Europe’s strength in industrial AI and 
data protection may offer an edge. Lastly, public sector 
digitalization, accelerated post-pandemic, creates a major 
opportunity for European providers—if procurement 
policies prioritize openness and competition.

6.4.  EXTERNAL THREATS:  
MARKET CONSOLIDATION 
AND STRATEGIC ADAPTATION

The EU’s cloud governance strategy faces major external 
threats that could weaken its effectiveness and strategic 
autonomy. Market consolidation and the rise of tightly 
integrated “super clouds” risk making interoperability 
impractical and raising entry barriers. Dominant 
providers’ strategic adaptations, such as using software 
licensing to maintain lock-in, exploit regulatory gaps 
across legal domains, challenging enforcement.

Global regulatory fragmentation may lead to conflicting 
frameworks, increasing complexity and favoring 
incumbents. Potential clashes—such as between  
EU interoperability rules and US IP protections— 
could create legal uncertainty. Finally, the geopolitical 
weaponization of cloud infrastructure introduces 
systemic risks, including service disruptions and  
data access conflicts, which may simultaneously  
boost demand for EU alternatives while complicating 
global cooperation.

6. SWOT ANALYSIS OF 
CLOUD COMPUTING IN 
THE EUROPEAN UNION
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This analysis has explored the governance challenges 
in European cloud computing, highlighting the crucial 
link between competition and competitiveness. Cloud 
services are foundational for AI, data-driven innovation, 
and productivity, but their transformative potential is 
hindered by market concentration and barriers to 
adoption stemming from weak competition. Effective 
competition is thus not only a regulatory aim but 
essential for Europe’s digital competitiveness.

Three key insights emerge. 

First, the EU has shown global leadership through 
innovative frameworks like the Data Act and DMA, 
advancing data portability and platform accountability. 
Yet, implementation remains fragmented and 
constrained by limited administrative capacity and 
technical expertise, threatening their impact.

Second, market power in cloud ecosystems is highly 
adaptive. As traditional lock-in practices are curbed, 
dominant providers have shifted to subtler exclusionary 
strategies—such as software licensing restrictions—
exploiting regulatory blind spots. This underscores the 
need for agile, anticipatory governance.

Third, despite its regulatory leverage, the EU faces 
structural challenges in global cloud markets. Realizing 
a more open ecosystem requires bridging implementation 
gaps and enhancing coordination and institutional 
responsiveness.

Going forward, aligning regulatory innovation with 
enforcement capacity is vital. Addressing licensing-
related lock-in is an urgent task, and broader institutional 
reforms are needed to stay ahead of incumbents’ 
strategic adaptations. Without effective competition, 
Europe risks a cycle of low cloud adoption and limited 
productivity gains. The EU’s approach, if successfully 
implemented, could set a global standard—but its success 
is a strategic imperative, not just a regulatory choice.

7. CONCLUSIONS
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